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Challenges in user activity analysis and data usage

m |dP and ANP are separated in Wi-Fi roaming.
m ANPs cannot see “real user ID” or obtain user’s consent.

Outer-Identity is anonymized, e.g. anonymous@example.com
Inner-ldentity is protected by EAP tunnel between User Device - |dP.

EAP-TLS (with TLS 1.3) hides the contents of Client Certificate.

Ephemeral MAC addresses How to
() m \ ass?
Sign-Up

1@1 %A'lﬁiiﬁ 99 é%ﬁ( ) _ protocol |
£ GDPR  ANps cannot perform é (W'th attributes
UK activity analysis or %% ) § consent) o/
GDPR | GpD use personal data é(g > (.,@/
(attributes) Wi-Fi profile
CCPA without consent.

é«
(B)

ANP: Access Network Provider 11
EAP: Extensible Authentication Protocol
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